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Abstract—Images being sent through the network needs to be
secured. The security is currently a very big issue. Many methods
and means have been defined to secure images sent through the
network, whether by private means or by using public. One major
method is elliptic curve image cryptography system. The method
involves encrypting and decrypting image using the principle of
elliptic curve arithmatics.
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I. INTRODUCTION

Privacy is a thing needed by everyone. Even more, all
companies also need privacy. Generally, every party needs
privacy. Until now, there have been many ways to keep the
privacy of a party because there are secrets that cannot be told
to other party. Privacy is not only about secret, but also ways of
communication. Many private ways of communication exists.
One of the private ways is cryptography. Ironically though,
some cryptography also require public involvement to be
successful.

Prime numbers is one of many big elements in mathematics,
especially discrete mathematics. There have been so many
scientists investigating and researching about prime numbers.
Not only investigating and researching prime numbers,
scientists also spent so much time on identifying prime numbers
by using methods of primality testing. Primality testing can also
be tricky, as not all the result is correct. Some primality testing
algorithm existed right now can still be wrong in proving a
prime, especially a very big prime number

Prime number is a very important fundament in number
theory. Various algorithms regarding prime numbers have been
publicly announced. The first algorithm to be presented is the
Sieve of Eratosthenes. Long after, many more scientists
presented algorithms about prime numbers. Some renowned
scientists are Fermat, Euler, Gauss, and Legendre. These
inventions starts some approaches to primality testing in the
1970’s.

On cryptography, prime numbers are used so casually. Its use
in cryptography is so natural as if cryptography inhales and
exhales prime numbers. Generating prime numbers are very
important on cryptography. Not only that, there are also many
intersections between generating prime numbers and primality
test, also generating prime numbers and cryptography.
Innovations of prime number changes the world of mathematics
and number theory, especially cryptograpy.
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Cryptography are used and being strengthened using prime
numbers to increase its security. Due to the wide usage of
images in the internet. The security and privacy of images being
sent through networks is an urgent issue. Recently, many
researchers have introduced many ways in image cryptography.
The ways, of course, are classified into symmetric key and
public key. Symmetric key cryptography are easy to implement
and require less time than public-key cryptography. However,
the key management has become a very big problem nowadays,
especially with advanced technologies, because the key needs to
be distributed in the network. Public-key cryptography systems
can solve the problem of key management because it uses two
types of keys, private key and public key. Public key, as it
sounds, is known to the public. Private key, however, is only
known to an individual and does not need to be distributed.
Identifying the private key from public key is possible, but not
easy.

The hardest mathematical problems in world of cryptography
are discrete logarithm and integer factorization. These two
problems are used in many public-key cryptography and digital
signature algorithms. In 1985, Miller and Koblitz introduced
elliptic curve public-key cryptography scheme. In fact,
cryptographers state that elliptic curve cryptography scheme has
higher security and performance efficiency compared to other
public-key cryptography algorithm. The parameters used on
elliptic curve cryptography are smaller than other algorithms,
but the level of security is equivalent. Elliptic curve Diffie-
Hellman key exchange system is used widely. Many schemes
for image encryption have been proposed.

II. PRIME NUMBER

A. Prime Number

Prime number is an integer bigger than 1 that has no factors
except 1 and itself. The simple statement denotes the definition
of prime number. Even so, identifying the elements of set of
prime numbers are not a trivial matter. Not only that,
determining whether a number

B. Probabilistic Primality Test

Fermat’s theorem asserts that if #n is a prime and a is any
integer where
1<a<sn-1 (1
Then
a™ 1! =1 (mod n) )
Given a positive integer n to be identified, finding any integer a



in the given interval that does not satisfy the equivalence above
is enough to prove that n is not a prime. For odd composite
integer n, An integer a such that the equivalence is not satisfied
is called a Fermat witness for n. With the same n and a, n is a
pseudoprime to the base a if it satisfies Fermat’s theorem. An
example of pseudoprime is odd composite integer n = 341,
because it satiesfies the theorem for a = 2.
The algorithm of Fermat primality test is as follows.
FERMAT(n)
INPUT : an odd integer n > 3 and security parameter > 1.
OUTPUT : an answer “prime” or “composite” to the question :
“Is n prime?”
1. Forifromlto¢:

1.1. Choose an integer a, where 2<a<n-2

1.2. Compute a™ ! mod n and store it in 7

1.3. Ifr#1, nis composite

2. nisprime
If the algorithm determine n as composite, then n is surely
composite. However, if the algorithm determine # as prime,
there are chances that n is not a prime number. Other than
Fermat’s algorithm, there exists many other algorithms such as
Miller-Rabin test, and Solovay-Strassen test.
Because of the probabilistic primality, mathematicians looked

for and analyzed ways to prove primality of an integer n. Such
ways are called true primality test.

C. True Primality Test

As its name suggests, true primality test is a test to prove that
a number is a prime number accurately. However, before
applying true primality test to an integer n, the integer to be
proven should be tested by probabilistic primality test. True
primality test algorithms mostly have high time complexity.
There are many true primality test algorithms, some of them are
Lucas-Lehmer true primality test, factorization test,
Pocklington’s theorem, Jacobi sum test, and elliptic curve true
primality test.

Usually, for asymmetric cryptography, a very high prime
number is needed so that the security of the code is more
guaranteed. It is hard to know whether a very big number is a
prime number. Lucas-Lehmer primality test algorithm is as
follows.

INPUT : a number n = 25 — 1 with s > 3.
OUTPUT : an answer “prime” or “composite” to the question :
“Is n prime?”

1. Check whether s has factors between 2 and [\/EJ, if it

does, n is composite

2. Letu<4

3. For i from 1 to s — 2, compute (u? —2) mod n and

store the result in u.

4. Ifu=0,nis prime. Else n is composite
Lucas-Lehmer uses numbers called as Mersenne number, which
isn=25-1forS>3.

Another way to prove primality is by using Pocklington’s
theorem for factorization. Pocklington’s theorem is as follows.
For an integer n > 3, let n = RF + 1 where the prime factorization
of Fis F' = ﬂ;= 1 q;". If there is an integer a satisfying Fermat’s

n-1

theorem and gcd(a ¥ —1,n) = 1 for eachj, 1 <j <'t, Then
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every prime divisor of n is congruent to 1 modulo F.
Furthermore, if F>+vn — 1, thennisa prime number.

Another method for true primality test is using elliptic curves,
the same method used for DSA in cryptography. Pocklington’s
theorem is analogue to an elliptic curve. With that fact, this
algorithm was made. This method are also called as Atkin’s test.
This algorithm run at a very little time. This algorithm can prove
the primality of numbers more than 1000 digits long (in
decimal). Even though this algorithm run at a very little time,
the details of the algorithm are very complicated and hard to
understand.

In cryptography, DSA (Digital Signature Algorithm) also
require two prime numbers, just like usual .

D. Prime Number Generation

In cryptography, DSA (Digital Signature Algorithm) also
require two prime numbers, similar to public-key cryptography
(or asymmetric cryptography). Thus, generating prime numbers,
especially big prime numbers, are very important in a matter of
public-key cryptography. One example is NIST DSA which
requires two primes p and g where ¢ is a 160-bit prime (49 digits
in decimal), p is a L-bit prime, L = 512 + 64/ for some 0 </ < 8§,
and ¢ divides p — 1. The prime number generated by NIST DSA
makes use of probabilistic Miller-Rabin primality test.

INPUT : integer / satisfying the paragraph above.

OUTPUT : integers ¢ and p, where p = 1 (mod q), satisfying

requirements in the paragraph above

1. Compute L and find n and b such that L — 1 =160n + b
2. Repeat:

2.1. Choose a random 160-bit-or-less integer s.

2.2. Form ¢q from s by setting the most significant and
least significant bits to 1.

2.3. Implement Miller-Rabin test on ¢

Until ¢ is determined as prime.

Leti <0,/ <2

4. While i <4096 do :
4.1. For kfrom O ton do : let Vi € (s +j + k) mod 28
4.2. Let W= Vo + V1210 + 152320+ + Vn2'% and X

=w+2L1
4.3. Compute c = X mod 2g and setp = X — (c— 1).
4.4. Implement Miller-Rabin test on p. If p is a
probable prime, stop..

4.5. Increase i by 1 and j by n + 1.

5. Return to step 2

w

The algorithm of NIST DSA can be used to generate a very
big prime by enhancing the algorithm with elliptic curve
algorithm to generate even bigger prime number. However, the
algorithm is very complex. Other than NIST method for
generating DSA primes, Maurer’s recursive algorithm can be
used to generate primes. However, the weakness of this
algorithm is that it is running heavily, because of its recursive
nature, and that it takes too much time.



III. CRYPTOGRAPHY

A. Cryptography

Cryptography is an application of number theory, especially
modular arithmatics and prime number. According to KBBI,
cryptography has two meanings: investigation of secret codes,
and a technique using mathematic algorithm to change data to
hide its meaning so that people without the key cannot undo the
changes. These can also mean that cryptography can be used as
a mean of private communication between two or more people
(or sides) affiliated with each other to prevent other people from
knowing their secrets.

B. Public-Key Cryptography

Symmetric cryptography is a system of cryptography where
the encryption key is the same as the decryption key. Symmetric
cryptography is very versatile to brute-force attack, as it does
not require much time to be solved. On the other hand,
symmetric cryptography is very limited. Right now, on 64-bit
operating system, there exists only 256 characters that can be
encoded to ASCII Codes. Because of its versatility, ways other
than symmetric cryptography were researched. The solution was
public-key cryptography.

Public-key cryptography is also called as asymmetric
cryptography. Unlike symmetric-key cryptography, the
encryption key and the decryption key is different. Just like the
name, public-key cryptograpy involves on informing keys
publicly. Only the accomplice can know the information behind
the public key and decrypt the message. Public-key
cryptography schemes are often slower than symmetric
cryptography because the problem is more complex.

There are many public-key cryptography algorithm. Some of
them are RSA, Blum-Goldwasser, Pohlig-Hellman, El-Gamal
algorithm, and elliptic curve algorithm. The El-Gamal algorithm
makes use of the prime generator on generating a very big prime
p. The security of this algorithm is based on the discrete
logarithm problem and the implementation of Diffie-Hellman
key exchange agreement. Basic El-Gamal cryptography
algorithm is as follows:

1. Generate a prime p and a generator o. The prime and the

generator are used for all sides.

2. The receiver generates a random integer A as his/her
private key and a corresponding public key (p, a, a)

3. On encrypting the message, the sender should have
received the public key. Represent the message as an
integer m in interval [0, p — 1].

4. Generate a random integer B, the sender’s private key,
and send the encrypted message as (o, m.(o*)? mod p)
to the receiver. Let it be at the form of (y, d)

5. The receiver uses his/her private key 4 and receiver the
message (as an integer m) by computing (y). 3 mod p.

The bigger the prime p and the generator o being used, means
that the chances of it being unsecure is small. The reason is that
it is hard to identify the big prime number being used. Thus,
needing very much time to identify the prime p.

C. Digital Signature

One application of public-key cryptography for
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authentication service is digital signature. In signing and
encrypting a message, the sender uses the private key (which is
only known by the sender). The signature is then sent to the
receiver together with the true message. Usually, to prevent the
similarity of digital signature and the true message, hash
functions are used before signing. An example of it in daily life
is our signature in identification card. The private key is the
signature. A digital signature is only known to its signer and
contains some secret. There are many applications of digital
signature, two of them are authentication and data integrity.

The first found method for digital signature was RSA
signature scheme, which is still a recurring techniques even
now. Of course, there are other digital signature techniques, with
the different being in functionality, implementation, and time.
There are some public-key cryptography used for signing, like
El-Gamal cryptography system and RSA. On the other hand,
there are also algorithms built completely only for signing like
DSA and DSS.

According to Schneier, digital signature scheme must have
some characteristics as follows:

1. Signature is authentic.

2. Signature is a prove that the person giving the signature

is affiliated.

3. Signature is a part of document, cannot be moved nor

used more than once.

4. Signature is a prove that the person giving the signature

has signed a document.
5. Signed documents are unmodifiable.
One example of digital signature algorithm on signing a
message x is El-Gamal algorithm which is similar to El-Gamal
public-key cryptography system is as follow:
1. Given p, a, a* with 4 the receiver’s private key
2. Generate a random integer B, the sender’s private key,
and send the sign as (y, 8) where they are (¢ mod p, (x -
Ay)k~ mod (p — 1)) to the receiver.

3. On verifying the signature, check whether (a/)y® = o
(mod p)

D. Elliptic Curve Cryptography

An elliptic curve is an equation that consists of two variables
along with their coefficients. Mathematically, the variables and
coefficients are of an infinite field. However, in cryptography,
the variables and coefficients are limited to a finite field. The
equation of an elliptic curve is y* = x* + ax + b. An example of
elliptic curve is 3? = x> + x + 1. As seen in the plot below, the
curve is horizontally symmetric.

Pt

Picture 1. The plot of 32 = x> + x + 1 in GeoGebra



As there are many different elliptic curves, an elliptic curve is
chosen as a rule. Other elliptic curves must have similar plot to
the said curve. The condition is that 4a®> + 27b> # 0 must be
fulfilled.

Let p > 3 be a prime. An elliptic curve y° = x* + ax + b over
Z, is a set E of all (x, y) that satisfies y? = x* + ax + b (mod p),
with a and b are constants that satisfy 4a® + 27b% # 0 (mod p).
And then, a particular point O, which is point at infinity, is aslo
added to set E as an element.

Elliptic curve includes three operations:

1. Addition.
For given P and Q where P(x1, y1) + O(x2, ¥2) = R(x3, ¥3),
R is calculated by
X3 =m? —x; — X, 3
y3 =mx; —x3) =% 4
m = (y, = y1)(x; — x;)"'mod p,P # Q )
m = (3xZ + a)(2y;) " mod p,P = Q 6)

2. Subtraction
P(xy,y1) = Q(x2,¥2) = P(xy,y1) + Q(x2,¥2)  (7)

3.  Multiplication
Multiplication is repeated addition. Multiplication for
k =2 is often called doubles, as the result is P + P which
is the double of the base point P.

kP=P+ P+ -+ P forktimes ®)

Let Q = kP where Q, P is in Ej(a, b) and k < p. Calculating O
given k and P is very easy compared to calculating & given P and
Q. The difficulty of calculating k given Q and P is called discrete
logarithm problem for elliptic curves. To prevent the receiver to
be confused from the discrete logarithm problem, Diffie and
Hellman proposed a key exchange protocol. The protocol is
called Diffie-Hellman key exchange protocol. The protocol, for
elliptic curve cryptography, is as follows.

1. The sender 4 picks a random private integer ks <p — 1
and computes the public key K4 = k4. P and sends it to the
receiver, B.

2. The receiver B picks a random private integer kg < p — 1,
and computes the public key Kz = kg.P and sends it to the
sender, 4.

3. Both the sender and the receiver computes their shared
secret key Kz = kz. K4 = k4. Kp.

Diffie-Hellman key exchange protocol is popularly used in
elliptic curve cryptography.

One scheme of elliptic curve cryptography is El-Gamal
elliptic curve cryptography system. The parameters needed for
El-Gamal elliptic curve cryptography system is the prime p,
elliptic curve E,, a generator point P. Before encrypting a
message, assume both the sender and the receiver has traded
their public key to each other. The scheme is as follows:

1. Generate a random integer kz < p — 1 which is the private

key of the receiver.

2. The receiver computes Kp = kgP (mod p)

3. The receiver then sends the public key in form of thee
tuple (p, P, K3) to the sender

Any sender affiliated with the receiver can then encrypt a

message by using the public key sent by the receiver as

follows:

4. Let the message be represented as a point x on the elliptic
curve.
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5. Generate a random integer k4 < p — 1 which is the private

key of the sender

6. Compute K4 = k4P.

7. Encrypt the message and form a pair of points (K4, x +

k4K3p) where k4K is their shared secret key K4z.

The receiver then decipher the cipher message by using K4

sent by the sender as follows:

8. Let the receiver received the cipher message in a form

of tuple (y1, y2)

9. The receiver computes their shared secret keys K45 by

kB.yl

10. Subtract K4z from y». The result is the true message

from the sender to the sender.

By further improving the algorithm, it can now encrypt and
decrypt an image, whether it is grayscale or colored. The method
used is basically the same, but more tricky. What makes it tricky
is that it can fail. If there is a parameter being used incorrectly,
then the encryption can fail. The same thing goes to decrypting
the image. If a parameter is used incorrectly, the decryption can
fail and the true image can not be retrieved.

E. Image Encryption

Encrypting an image is a continuation of encrypting a
message. In encrypting a message, we encrypt every two
consecutive characters as a point on the curve, resulting in
another point which is then converted into two characters again.
Because image is made of pixels, images can be encrypted by
manipulating the coordinates of pixels or the color composition.
Encrypting the coordinates of pixels will make the encryption
easy to decrypt. Yet encrypting the color compositions is tricky
to do.
If the sender wants to send an image m, the image of course
needs to be encrypted. Images are made up of pixels. If a
cryptography algorithm is implemented on every pixel, the time
taken will be very long. However, if the images are grouped or
divided into blocks of pixels, the number of operations will be
decreased drastically. Thus, taking much less time and effort.
The number of pixels that can be grouped depends on the prime
p chosen (p as in Z, and E,). As the parameter p of the elliptic
curve increases, more pixels can be grouped together. For
example, for p a 128 bit prime, 16 pixels can be grouped
together, for p a 512 bit prime, 64 pixels can be grouped
together. The key sharing method is by using Diffie-Hellman
Key Exchange method. To encrypt the image, the sender (or the
medium) will do the following
1. Divides the image m into blocks of pixels. Convert every
block of pixels into a very big integer that is smaller than
p.

2. Pair up the results obtained from step 1 and store them in
P,, as an input point for ECC system

3. Select a random integer k as the private key and compute

kP and kK3

4. Compute the addition of kK and each value of P,, let the

result be Pr. Accumulate values of Pr as a list of cipher
text

5. Convert the cipher text to value in the interval [0, 255]

6. Convert the list into a cipher image

The encryption method can be further enhanced by



implementing the encryption on every pixel of the image,

multiple hash functions, chaotic system, or digital signatures.

More ways can also be used. For example, using bigger

number as the parameters, or using a prime generator to

generate the parameters. The latter method is not
recommended as it is difficult to record the parameters used.

One example of optimized method is down below.

1. Choose an elliptic curve over Z,, any integer a, b, and any
point P at the elliptic curve

2. For every pixel. Decompose the pixel into three channels
: red, green, and blue. For each channel, convert the
values into a very big integer that is smaller than p

3. Pair up every two results from step 3 and store it as a
point Q.

4. For every O, compute the encrypted pixel R by adding O
to the shared secret key K4z.

5. The value of each R should be very big. Convert the result
to be in the interval [0, 255].

6. Merge the result R of the same block for three different
channels into a tuple C of three elements, which shows
the color composition of the said pixel.

7. The sender can further add more security by providing a
digital signature using hash functions

The encrypted image is then sent to the receiver to be decrypted.

store it as R.

6. Let the public key K is sent by the sender. The receiver
computes the shared secret key K4z by multiplying K4
with the receiver’s private key k.

7. Subtract the shared secret key from R, let the result be Q.
Q is a point on the elliptic curve

8. For every Q, split the absis and the ordinate as two
consecutive values. Each value is a very big integer
smaller than p

9. Convert each big integer into a value in the interval [0,
255]

IV. SIMULATION RESULT

The specifications of laptop being used in the simulation is
Intek(R) Core(TM) i3-2370M CPU @ 2.40GHz, 16GB RAM,
Python 3.8 on Windows 7 (64-bit). The elliptic curve used is 256
bit standard elliptic curve from brainpool. The parameters of the
elliptic curve are as follows:

p = 7688495639704534422080974662900164909303795020

0943055203735601445031516197751;
a=5669818760532611004362722839617834607712061453

9475214109386828188763884139993;
b=1757723249732183884107569778979452026295042605

8923084567046852300633325438902;

Picture 2. True image

F. Image Decryption

When the receiver received an encrypted image, the receiver

needs to decrypt the cipher image. If the sender provided a
digital signature for the encrypted image, the receiver has to
verify the signature to identify whether the image is from the
sender. By assuming that the receiver received the image
encrypted with the optimized method above, the receiver have
to decrypt the image by following the steps below.
1. Verify the signature of the image. If the signature is
verified correctly, continue to step 2.
2. Each pixel should have the RGB values which is in the
interval of [0, 255].
3. Decompose each pixel into three channels, each
representing red, green, and blue
4. For every channel, convert the value in interval [0, 255]
to a very big integer smaller than p

5. Form a pair for every two successive big integers, and
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Picture 3. Encrypted image

Picture 4. Decrypted image

P =(632437297495623333552922435503129703347781755
71054726587095381623627144114786,
3821861509375352389312227796403081038758540553
9772602581557831887485717997975.

The keys used are as follows:

K =(33874030876639903844966121129493451012840373
632955525894922405493918875061651,
29818450905109508559617010717888628375364158
100660378833726564116780315410377);

ks =761597567245490156735004977631361243640841544
0553882206320861708655486684974;

K4 =(40813494392004829032540258834179916309364136
341594960116449051598828856101709,
58626250424632274958012609589348403196480545
956260645973454106396601636021250);

k4 =530104063288808774340180215624132878987039477
01252470024537641509420262043417;



K4p=(4486345228438204147010239139353238622631124
581368727096283010708823611846368,
4326351411529692538149292537118606736996044
2870022800990397785476377316670596).

Where K3 is the public key sent by the receiver, ks the receiver’s

private key, K4 is the public key sent from the sender, ky is the

sender’s private key, and K45 their shared secret key. The sender
sends the encrypted image as shown in picture 3. The public key
of the receiver was used to encrypt the image. When the receiver
receives the cipher image, the private key sent by the sender and
the receiver’s private key is used to decipher the image into what

is shown in picture 4.

When tested manually using python, the encryption is
successful. However, for unknown reasons, the decryption is not
perfect. The decryption produces an image similar to the true
image, and not the image before it was encrypted. The
comparison of the true image, encrypted image, and decrypted
image is shown in figure 2, 3, and 4 respectively.

V. CONCLUSION

Cryptography has many uses, one of them is to secure image
sent in the internet. There are many algorithms of cryptography
available. One of them is Elliptic Cuve algorithm. Elliptic Curve
algorithm makes use of Diffie-Hellman Key Exchange
Algorithm. Elliptic Curve is proven to be more secure than other
cryptography algorithm with the same size of parameters.
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